Why and When to use SkinnyOffice Encrypted Email [SEND
SECURE]

Staying compliant with Healthcare, Financial, and Legal regulations requires utilizing Encrypted Email
when correspondance contains Pll or HIPAA sensative information.

SkinnyOffice utilized SSL security by default (the little green lock that shows up in your browsers
address bar) but when working with Pll or sensative information its best to utilize encrypted email which
also serves to provide; Access Control to protect the email so that only the intended recipient can read
it. Transmission Control to protect the email while it's being delivered to make sure no one can
eavesdrop on you and the third party. and Integrity control to ensure that the email isn’t improperly
altered.

Whenever you send an email that may contain PHI, include the word [SEND SECURE] in the subject
line (including the square brackets). If you’re not sure whether the information you’re sending is PHI
(when in doubt), then always include[SEND SECURE] in the subject line.

When [SEND SECURE] is found in the subject of your email it is automatically encrypted with the
leading Barracuda Networks Email Security platform and a notification with a secure link is sent to the
recipient so they may securley access, reply and correspond with you. Emails sent via [SEND
SECURE] are not archived and will be automatically deleted after 30 days. to be very clear encrypted
emails are for communicating during a business process and are not archival.

To remain secure It is also vital that your recipient replys to the original email thread and does not fwd:
or copy paste outside and start a new thread.
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SkinnyOffice (How to Send a Secure Encrypted Email)

Simple prefix the Subject: with "[SEND SECURE]" *without the quotes and then list your subject after.
This will push the email to a secure server where it
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Are you avail to meet with you know who.. about you know what... on you know when?
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What your recipient sees in their inbox

ﬂﬂ You have a new encrypted message from Sender@Domain.com — O x

8 https://outlook.live.com/owa/projection.aspx
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You have a new encrypted message from Sender@Domain.com

Sender@Domain.com | o~ € Reply | v
@ [oday, 706 FM
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Inbox

You have received an encrypted message from Sender@Domain.com The sender intended for the
message contents to be secured by using the Barracuda Email Encryption Service. You can retrieve the
message from the Barracuda Networks Message Center.

To view your secure message, click here, or copy and paste the following URL into your browser:

https.//encrypt.barracudanetworks.com/login?
nid=U2FsdGVkX1%2FvrB%2BdqZrTc2cR047sN%2FNgsT1DY%2BpWikbQywWjbd83KIGweWfDh1f%2BJh0A
IrAg2uz)7IPtoVGIB4AMX2%62BlY4wDOLI6D59%uE0Z%:2BigObwREDY4V)%2Bz6K % 2BD)jqgQET1CBKI%2BRVYE2YP
Xuzgw1Zz%2BYzdkFH118XzbuHre8BJEJATWW nz2%2BvT%2BSVMgrd0216dsjNLIMdS5qQ1%2FAECDISHXAT
gq9NgCeTetZ890ysXE1jSDaDkX0fQX )y 77hkh

The secure message will expire in 30 days.
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Recipient logs in with their email address and creates their own
password.

<l Barracuda Message Ceni X

C | & https://encrypt.barracudanetworks.com/login?nid=U2FsdGVkX1%2FvrB%2BdgZrTc2cR ¥ ﬂ @ 0O ¢

Message Center

recipient@domain.com

Forgot vour password? — Help
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Forgotten passwords are easy and secure to reset (secure reset
link is sent to email of user)

Password reset request

Ny

»

noreply@barracuda.com L] ~~ € Reply | v
Today, 716 PM
You ¥

A password reset has been requested for your account. If you have
not requested a password reset, please delete this email.

Otherwise, follow the link below to change your password.

https://encrypt.barracudanetworks.com/login?

nid=U2FsdGWkX19FMNENIpGap 1IMSBenBnlse0q %2 BdfsyYGfunW567LaH3TkaHpaHZqOfrlioZdsuoSAUQF%2BkIY
wO%2B002aTISLGx AW 2FEpT%2B0TqgOhm TEUDC%2F 1% 2Fiew %2 BdwIX8gr 777 AKC %2 BxpSkOxvOYyASS6183
% 2BAYS0%2BgPzTzrbgW7A2 1 roQ3ren784340%2 Fka) TOOPav2iXz B 2F6COvmNYs4 90 M% 2B 1ozfCWM D% 2B4%2E

WFOE[vKS77TgMN2vi2B)z 7% 2BAWSIDL%2FZdd% 2F)
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Recipients Secure In-box shows them a list of all secure emails

<@ Encrypted Messages X

&« C | & htips//encrypt.barracudanetworks.com/main T B 9 DO @

Encrypted Messages

 Refresh

Time From

2016-12-19 11:06 ... Sender@Domain.com

recipient@domain.com
# Inbox BA Sentliems {3Setings [ Log OF @ Help

Showing 1-1 of 1

Subject

[SEND SECURE] Meeting Request

Barracuda Networks Privacy Policy
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Recipients secure In-box allows click read and reply print and
download

*If required a downlaod can also have a seperate password and you may call the recipient with it.
(Adobe and 7zip are commonly used)

< Encrypted Messages x

<« C | a https://encrypt barracudanetworks.com/main T n @ D e

recipient@domain.com

# Inbox EB Senthems {3Setings g Log OF @ Help

s« Dffice IS Encrypted Messages

4 Back to Inbox < Reply &~ Reply All i Print #* Download T Delete

Date Mon, 19 Dec 201 Show All Headers

From Sender@Domain.com
To "recipient@domain.com"

Subject [SEND SECURE] Meeting Request

Are you avail to meet with you know who... about you know what.. on you know when?

Barracuda Networks

Encrypting Attachments (Encrypted email with Encrypted
Attachment)

The most secure way to communicate is to send an encrypted email [SEND SECURE] and attach an
encrypted file that requires a password to open and then either calling your recipient with the password
or SMS texting it to them.
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There are many ways to encrypte files but the most common are as follows:
Adobe
1) Open Adobe Acrobat Professional
2) Open the PDF and choose Tools > Protect > Encrypt > Encrypt with Password.

3) Select require a password To Open The Document, then type the password in the
corresponding field.

4) Select the latest or most current Acrobat version from the Compatibility drop-down menu.
5) Select an encryption option "Encrypt All Document Contents"
7-Zip

1) Open 7-Zip or Install from here http://www.7-zip.org/

2) Right click on the file / folder to be encrypted
3) Select “7-Zip” from menu and then choose “Add to archive"

4) When Add to Archive window opens you can change the name of the archive you wish to
create.(i.e. "Top_Secret.zip")

5) Change the Archive format to “Zip” (unless both you and your intended recipient use 7zip)
6) Change the Encryption Method to “AES-256".

7) Enter a Password with at least 8 characters containing upper + lowercase letters, a minimum
of one number.

8) Then click “Ok” to create the encrypted archive file. (The new archive file will be located in
the same folder as the original.)
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http://www.7-zip.org/

Recipient can reply to sender and attach files securely

= Encrypted Messages x

&« C | & https://encrypt.barracudanetworks.com/main 7 i n @ o e

i recipient@domain.com
l Ba Fracu lc:] # Inbox B Sentliems {¥Setings [ Log OFf @ Help

sanDffice [ Encrypted Messages

4 Back to Inbox * Cancel

To Sender@Domain.com
Subject Re: [SEMD SECURE] Meeting Request

Attachments Choose File |central-park-fountain.jpg | Add

Send

E] Source = 4 B I U a X, x2 [7]

On Mon, 19 Dec 201 recipient@domain.com wrote

Yes, here the verification challenge phrase will be "It only rains in March™ positive respone is "Unless its June Showers" and the picture of the
meeting place is securly attached.

Are you avail to meet with you know who... about you know what.. on you know when?

Barracuda Networks Privacy Policy
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Sender Is notified that recipient has replied

Deleted lterns

Ll Barracuda

You have a new encrypted message from

recipient@domain.com

You have received an email message from
recipient@domain.com  that has heen encrypted for
privacy and security by the Barracuda Email Encryption Service.

To view the email message, click here to log into the Barracuda
Message Center. You'll be prompted to either create a password
or enter the one you may already have. You can also paste the
fallowing URL into your browser to access the Barracuda
Message Center:

https://encrypt.barracudanetworks.com/login?
nid=U2FsdGVkX19fv]]jBsK4ciS%2Bju3UVglo)GhZKbLEHWIUEHvs
dLHV%2BAGTysvB1%2FENBQGCwWVE2AQZIBuhV TgbMvYxZR 7 bilk)
G5VgiWNdWQqRVOSVZExEcknchbDrUN1hBnnalUx2ndKP3P1D4
%22ByYIEy01K% 2FLNK%:2Fn1%2F49VeXsDkOfgcwa5R2ZNDiTgNpnn
SXMGbDIWkIhflgsOll TiIORAVETF28gvWiVBEYE%:2BxbgnYOXFAURT
AOVtaitsVX6PghFio

[} You have a new encrypted message — O *
& https://
You have a new encrypted message from recipient@domain.com
E recipient@domain.com S Replyall | v
Te: Sender@Domain.com Mon 12/19/20111:35 AM
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Sender accesses their secure inbox

<t/ Barracuda Message Cent X

C | & https//encrypt.barracudanetworks.com/login?nid=U2FsdGVk¥ 19f)jBsK4ciS%2Bju3UVglalGhZKbLEHWIL T u @ 0 ¢

Message Center

Sender@Domain.com|

Forgot your password? — Help
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Sender can read recipients response and download any
attachments.

< Encrypted Messages x

«

C | 8 https://encrypt.barracudanetworks.com/main?mid=1482176115.49418120711.853043797 &s¢c 17 ¢ | -]
P Typ

Encrypted Messages

4 Back to Inbox & Reply & Reply All &= Print #* Download

Date Mon, 19 Dec 201 11:35:14 -0800

From recipient@domain.com

To Sender@Domain.com

Subject  Re:[SEND SECURE] Meeting Request

# Inbox Sent lems

Sender@Domain.com

{3 Seffings g Log OF @ Help

& Delete

Show All Headers

on Mon, 19 Dec 20119:06:27 +0000, recipinet@domain.comwrote

Yes, here the verification challenge phrase will be "It only rains in March™ positive respone is "Unless its June Showers™ and the

picture of the meeting place is securly attached.

Are you avail to meet with you know who... about you know what.. on you know when?

Barracuda Netwarks

Privacy Policy
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