VPN Access

Go to the VPN Home Page

Using Chrome browser go to the URL that has been provided for you. The page will be an https
connection so make sure to type it correctly into the browser's address field. See example below:

https://90.99.99.9/

Bypass the warning

In this instance it is OK to disregard the warning. Click on Advanced.

A

Your connection is not private

Attackers might be trying to steal your information from for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

[] Automatically report details of possible security incidents to Google, Privacy policy

ADVANCED / Back to safety
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https://76.79.117.210/

Then click the Proceed link.

Your connection is not private

Attackers might be trying to steal your information from for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

[] Automatically report details of possible security incidents to Google. Privacy policy

HIDE ADVANCED Back to safety

This server could not prove that it is Its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection. Learn more.

Proceed fc |un5afel/
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Log into VPN

Type in your user name and password into the appropriate fields.

) -

Group VPN ¥

Username | |

Password | |
Logon

Once logged in you will find yourself at the home window. Click on AnyConnect.

_.£;3)|nttp:ﬂ v | Browse | | Logout |
Ii;)) Home :ﬂ,
Q) Web Access =)
iE.j File Access =)
@ AnyConnect -
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Download AnyConnect

Click Start AnyConnect.

i;_‘h) Home
QJ Web Access

=i5= i File Access

@l AnyConnect

L4

g

L&

&

| Browse | Logout

@ Cnttp: v |

AnyConnect

f} Start AnyConnect

Initiate an AnyConnect client
session to provide client
applications on your desktop with
network access through your VPN,
depending on your company's VPN
configuration and your own
network access rights, For
example, an AnyConnect session
might be necessary to use
Microsoft Outlock or Microsoft
Cutlook Express to send or receive
e-mail.

The following instructions describe
how you can use your browser to
get remote access to Microsoft
Terminal Services running on
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Click installer download link. This will download the AnyConnect client. Install the application.

@ Cnttp: v | | Browse | Logout
i@ Home =5,

SULILE AnyConnect Secure Mobility Client

i Web Access _—_i, CISCO
=a i File Access =,
' q webLauneh Manual Installation
@l AnyConnect :!L Web-based installation was unsuccessful. If you wish to
Platform install the Cisco AnyConnect Secure Mobility Client,

" Detection yvou may download an installer package.

Install using the link helow:

# - Java Detection Windows Desktop sffmme—"

Alternatively, retry the automatic installation.

- Download

| Help | | Download

Configure the AnyConnect client

Start the AnyConnect client and click on the settings icon.

& Cisco AnyConnect Secure Mobhility Client

Ready to connect.
| | vl | Connect
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Uncheck the Block connections to untrusted servers box. Now close the options window.

&' Cisco AnyConnect Secure Mobility Client

','cll's'ég' AnyConnect Secure-Mobility Client

Preferences  Statistics Route Details  Firewall Message History
[]start VPN when AnyConnect is started
@ Minimize AnyConnect on WYPMN connect
[+] allow local (LAM) access when using VPN (if configured)

[ ]Block connections to untrusted servers
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Connect to the server

Enter the appropriate address into the field. Then click connect.

& Cisco AnyConnect Secure Mobility Client

Ready to connect,

e | | Connect

n Security Warning: Untrusted VPN Server
Certificate!
AnyConnect cannot verify the VPN server: *

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Mast users do not connect to untrusted YPM servers unless the reason
for the error condition is known,

Connect Anyway || Cancel Connection I

Connection established

Once the connection is successfully established, you will have access to resources on the remote
server.
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